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Motivation LLM4Protocol Summary Foundation Background Vision

Fundamentals of Communication Protocol
Definition- A ruleset governing inter-node message exchange with predetermined formats
and temporal sequences.
Key Roles- Ensuring reliability & interoperability, governing timing and sequencing,
impacting network key performance indicators (KPIs).

Characteristics- Fixed and standardized. Traditional protocol design workflow is a process
that relies on human experts and is both time consuming and exhibits slow iteration cycles.

Figure: Example of MAC protocols.

1 / 23
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Motivation LLM4Protocol Summary Foundation Background Vision

Protocol Bottlenecks in Modern Wireless Networks

General-purpose solutions ↣ Tailored to specific networks1

Ever-increasing network heterogeneity and scalability2

Rigidity of the structure3

High cost of standardization4

Traditional, human-centered protocol design approaches are reaching the upper limits of
their capabilities in the face of increasing network complexity, dynamics, and scale.

1M. P. Mota et al., “The emergence of wireless MAC protocols with multi-agent reinforcement learning,” in IEEE GLOBECOM, Madrid, Spain, 2021.
2S. Sarbu et al., “On scaling latency-aware MAC communication protocols with a hierarchical network topology,” in ICC 2024, 2024, pp. 2555–2560. doi:

10.1109/ICC51166.2024.10623079 Accessed: Nov. 8, 2024.
3J. Wang et al., Next-generation Wi-Fi networks with generative AI: Design and insights, 2024. arXiv: 2408.04835 [cs.NI]. [Online]. Available:

https://arxiv.org/abs/2408.04835
4A. Valcarce and J. Hoydis, “Toward joint learning of optimal MAC signaling and wireless channel access,” IEEE Trans. Cognit. Commun. Networking, vol. 7,

no. 4, pp. 1233–1243, 2021 .
2 / 23
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DRL4Protocol Applications567

5N. Keshtiarast et al., “Wireless MAC protocol synthesis and optimization with multi-agent distributed reinforcement learning,” IEEE Networking Lett., vol. 6,
no. 4, pp. 242–246, 2024 .

6M. P. Mota et al., “Scalable joint learning of wireless multiple-access policies and their signaling,” in IEEE VTC, Helsinki, Finland, 2022.
7Y. Yu et al., “Deep-reinforcement learning multiple access for heterogeneous wireless networks,” in 2018 IEEE International Conference on Communications

(ICC), 2018, pp. 1–7. doi: 10.1109/ICC.2018.8422168 3 / 23
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DRL4Protocol Challenges
Generalization

Over-parameterized, fail to generalize outside of their training distributions.
Unable to adapt quickly and requires re-training in dynamic environments.

Complexity
Selecting the appropriate neural network (NN) architecture and setting
hyperparameters are crucial for achieving desired performance levels, requiring
domain expertise.
RL models are data hungry.

Interpretability
NN is also a black-box function, making the protocol operations uninterpretable.
Lack of flexibility to control/change rules.

Efficiency/Scalability/Feasibility

Large Language Model is a promising solution !
4 / 23
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Motivation LLM4Protocol Summary Foundation Background Vision

Toward Agent and Agentic AI8
Stage 1 Generative AI

e.g., LLMs for writing, translating, and
chatting
Prompt ↣ LLM ↣ Output
Direct response

Stage 2 AI Agent
Autonomous software programs that
perform specific tasks
Prompt ↣ Tool Call ↣ LLM ↣ Output
Perceive-Reason-Act-Observe Loop

Stage 3 Agentic AI
Systems of multiple AI agents
collaborating to achieve complex goals.
Goal ↣ Agent Orchestration ↣ Output
Agentic Workflow
(Autonomy/Goal-Directed/Dynamic
Adaptation/Interactivity)

8R. Sapkota et al., Ai agents vs. agentic ai: A conceptual taxonomy, applications and challenges, 2025. arXiv: 2505.10468 [cs.AI]. [Online]. Available:
https://arxiv.org/abs/2505.10468 5 / 23
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Three-layer communication protocol evolution9

Figure: Three-level categorization of data-driven MAC
protocols.

Roadmap
L1 Task-oriented

neural protocols
L2 NN-oriented

symbolic protocols
L3 Language-oriented

semantic protocols

9J. Park et al., Towards semantic communication protocols for 6G: From protocol learning to language-oriented approaches, 2023. arXiv: 2310.09506 [cs.IT].
[Online]. Available: https://arxiv.org/abs/2310.09506
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Motivation LLM4Protocol Summary Still RL In-Context Prompt Optimizer Agentic LLM

Still in RL Paradigm – LLM4MAC

7 / 23
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Motivation LLM4Protocol Summary Still RL In-Context Prompt Optimizer Agentic LLM

Still in RL Paradigm – LLM4MAC10

SIE Prompt Formulation 

Observation Prompt & Entity Identifier Prompt 

Dedicated PDCCH/PUCCH

Shared PUSCH
dPDU

DCM

UCM

UE0

…
BS

UDTS EnvironmentAction 
Interpreter

UE0 to BS Query
--You are <id>,<goal>,
--<obs> <action candidate>
--Action and signaling:

BS to UE0 Query
--You are <id>,<goal>,
--<obs> <action candidate>
--Signaling:

Action 
Interpreter

…

…

Functional Alignment

PPO
Environment

Reward
Critic 
Value

Interact

Feedback

UEn

Dyna. 
UE

…11-1-1… …-1-111…

Step1-Initial State

Physical Random Access Channel

Initial Access Procedure

Step2-Collision-free PRACH Preamble

Orthogonal sequence

Step3-Connection Established

…

UE Action 
Candidate

BS Action 
Candidate Value Head

Unified Policy

Decision Maker

Fusion

Fragmented Policy

Large Language Model

Primitive observation of BS

Primitive observation of UEn

LLM prompt of UEn

LLM prompt of BS to UEn

Action making for UEn 

Action making for BS to UEn 

Critic Value

PLLM (ai | p) =
∏|ai|

j=0 PLLM (wj | p,w<j), P (ai | p) = eLPLLM(ai|p)∑
aj∈A ePLLM(aj|p)

10R. Tan et al., Llm4mac: An llm-driven reinforcement learning framework for mac protocol emergence, 2025. arXiv: 2503.08123 [cs.NI]. [Online].
Available: https://arxiv.org/abs/2503.08123
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Motivation LLM4Protocol Summary Still RL In-Context Prompt Optimizer Agentic LLM

Shortcomings of “LLM under the RL paradigm”

Low data efficiency
“Cold Start” problem necessitates extensive, often inefficient exploration for data
collection during initial training stages.
It demands extensive online environment interactions and meticulous reward function
design.

Low training instability
At the cost of thousands of training steps due to the large LLM model size.
The training process exhibits sensitivity to hyperparameters, often leading to
non-convergence and instability.

Fails to capture the essence of LLMs
in-context understanding/reflective reasoning
zero-shot operation
scaling law

9 / 23
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In-Context Learning Paradigm – LLM-enhanced
Communication Emergence11

Multi-Agent Remote Navigation:
Minimizing the steps required to
pre-determined destination.
Avoiding the weak channels locations.

Emergent Communication:
BS:mdn = f(mup

1 , · · · ,mup
j ; θBS)

UE: (aj,mup
j ) = f(sj, m̃dn

j ; θUE)

Language-Oriented Semantic Communication:
aj = f(mup

j,t , m̃
up
j,t−1, m̃

dn
j,t−1, cK, x

′; θLLM)
meta instruction x′, K-pair examples cK

Inject KLD loss between EC and LSC policies
LKLD := DKLD

(
p
(
atj | θ

)
∥p

(
atj | H⋆

))
θ⋆LEC = arg min

θ

{
E
[∑

j,t

[{̃
rtj + γ maxja′t Q

′
(
s′tj , a

′t
j | θ

)
− Q

(
stj , a

t
j | θ

)}2
+ λLKLD

]]}
11Y. Kim et al., Knowledge distillation from language-oriented to emergent communication for multi-agent remote control, 2024. arXiv: 2401.12624 [cs.AI].

[Online]. Available: https://arxiv.org/abs/2401.12624 10 / 23
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LLM as Optimizers12

Figure: Optimize by PROmpt (OPRO) framework

The framework is inherently suited to
prompt optimization, since that problem is
itself a well-defined text-optimization task.

12C. Yang et al., Large language models as optimizers, 2024. arXiv: 2309.03409 [cs.LG]. [Online]. Available:
https://arxiv.org/abs/2309.03409

12 / 23
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LLM as Optimizers 2

Figure: Prompt Optimization

Figure: Simulation Results
13 / 23
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Prompt Engineering Paradigm – Semantic MAC Protocols13

Figure: Neural protocol model Figure: Token-based protocol model

13Y. Kim et al., Resilient llm-empowered semantic mac protocols via zero-shot adaptation and knowledge distillation, 2025. arXiv: 2505.21518 [cs.NI].
[Online]. Available: https://arxiv.org/abs/2505.21518
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Figure: Token-based protocol model (TPM) Figure: TPM example

UCM and DCM are semantic nature language.
LLM can provide immediate, albeit coarse, zero-shot adaptation to environmental
shifts in MAC protocols. 15 / 23
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Figure: TPM example

Figure: TextGrad example

Automated prompt optimization, such as TextGrad, significantly enhances the
LLM’s performance in communication tasks by refining its instructions.

16 / 23
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Knowledge distillation is used to
transfer insights from the LLM-based
TPM (teacher) to a smaller, more
computationally efficient Neural
Protocol Model (NPM, student),
accelerating its re-training (T2NPM).

17 / 23
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”Agentic LLM” Paradigm – CP-AgentNet14

Problem
DRL suffers from high
engineering effort.
Single LLM-agent struggles to
manage multiple tasks
simultaneously.
Absence of explicit optimization
methods in LLM-agents system.

CP-AgentNet is a multi-agent framework where specialized LLM-empowered
agents (Strategy, Node, Observer, Programming Assistant) collaborate to design and
adapt protocols.

14D. C. Kwon and X. Zhang, CP-AgentNet: Autonomous and explainable communication protocol design using generative agents, 2025. arXiv: 2503.17850
[cs.NI]. [Online]. Available: https://arxiv.org/abs/2503.17850
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Strategy Agent – A high-level decision maker, develop and refine protocol strategies.
Node Agent – Primary executor, making real-time decisions.
Observer Agent – Continuously monitors the network environment.
Programming Assistant – Convert LLM-generated strategies into functional Python
scripts.

19 / 23
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Figure: Initial strategy (top) and strategy
refinement (bottom).

Figure: Progressive Strategy Adaptation.a

Figure: Autonomous Strategy Implementation.

aN. Shinn et al., Reflexion: Language agents with verbal reinforcement learning,
2023. arXiv: 2303.11366 [cs.AI]. [Online]. Available:
https://arxiv.org/abs/2303.11366 20 / 23
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Lower RMSE values and higher throughput compared to DRL-based benchmarks in heterogeneous
and dynamic network environments.

Explainable AI & the ability to question.
21 / 23
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Motivation LLM4Protocol Summary

Summary: A Paradigm Shift in Protocol Engineering

The Inevitable Wall
Traditional, human-centric protocol design and even first-wave AI approaches like
DRL are hitting fundamental limits in the face of 6G’s complexity, scale, and dynamism.

From Optimization to Synthesis
LLMs represent a paradigm shift—moving beyond mere parameter optimization
towards the intelligent synthesis, generation, and even autonomous emergence of
entire protocol behaviors.
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Motivation LLM4Protocol Summary

Synthesis: The Spectrum of LLM Integration

LLM-Augmented RL
Using LLMs as a “knowledge prior” to overcome the generalization problem.

LLM-Native Protocols
Core LLM capabilities like In-Context Learning and Prompt Engineering to create
flexible, zero-shot, and truly semantic protocols behaviors.

Agentic & Multi-Agent Systems
collaborative systems of specialized LLM agents that can autonomously negotiate,
design, and adapt protocols in an explainable manner.
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Thank you

Renxuan Tan
Networked Intelligence for Comprehensive Efficiency (NICE) Lab

College of Information Science and Electronic Engineering
Zhejiang University

https://nice.rongpeng.infozju
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