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Motivation: Rethinking Protocol Design



Fundamentals of Communication Protocol

m Definition- A ruleset governing inter-node message exchange with predetermined formats
and temporal sequences.

m Key Roles- Ensuring reliability & interoperability, governing timing and sequencing,
impacting network key performance indicators (KPIs).

m Characteristics- Fixed and standardized. Traditional protocol design workflow is a process

that relies on human experts and is both time consuming and exhibits slow iteration cycles.
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Figure: Example of MAC protocols.



Protocol Bottlenecks in Modern Wireless Networks

General-purpose solutions »— Tailored to specific networks!

m Ever-increasing network heterogeneity and scalability?

Rigidity of the structure®

High cost of standardization*

Traditional, human-centered protocol design approaches are reaching the upper limits of
their capabilities in the face of increasing network complexity, dynamics, and scale.

IM. P. Mota et al., “The emergence of wireless MAC protocols with multi-agent reinforcement learning,”

25. Sarbu et al., “On scaling latency-aware MAC communication protocols with a hierarchical network topology.”
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Foundation Background Vision

DRL4Protocol Applications®®’
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DRL4Protocol Challenges

m Generalization
m Over-parameterized, fail to generalize outside of their training distributions.
m Unable to adapt quickly and requires re-training in dynamic environments.
= Complexity
m Selecting the appropriate neural network (NN) architecture and setting
hyperparameters are crucial for achieving desired performance levels, requiring

domain expertise.
m RL models are data hungry.

Interpretability

m NN is also a black-box function, making the protocol operations uninterpretable.
m Lack of flexibility to control/change rules.

Efficiency/Scalability/Feasibility

Large Language Model is a promising solution !



Toward Agent and Agentic AI®

Stage 1 Generative Al
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Motivation Foundation Background Vision

Three-layer communication protocol evolution’

. = Roadmap
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Figure: Three-level categorization of data-driven MAC
protocols.

9]. Park et al., Towards semantic communication protocols for 6G: From protocol learning to language-oriented approaches,
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LLM empowered communication protocols
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Still in RL Paradigm — LLM4MAC £Z
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LLM4MAC'
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Still in RL Paradigm
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Shortcomings of “LLM under the RL paradigm”

Low data efficiency

“Cold Start” problem necessitates extensive, often inefficient exploration for data
collection during initial training stages.
It demands extensive online environment interactions and meticulous reward function

design.
Low training instability
At the cost of thousands of training steps due to the large LLM model size.

The training process exhibits sensitivity to hyperparameters, often leading to
non-convergence and instability.

Fails to capture the essence of LLMs

in-context understanding/reflective reasoning
zero-shot operation
scaling law
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In-Context Learning Paradigm — LLM-enhanced
Communication Emergence!!

AY

® Multi-Agent Remote Navigation:

® Minimizing the steps required to
pre-determined destination.

- ® Avoiding the weak channels locations.
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® Emergent Communication:
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[Online]. Available: https://arxiv.org/abs/2401.12624 10 / 23
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UE 1 : 'l can go to : south, east, southeast. From the location (x=0, y=0) aiming for (x=9, y=9), the
direction that goes closest to the goal is southeast. Other directions like northeast, easf. southwest and
south will also get me closer. The channel power is strong at south, east, southeast.”
UE 2 : “l can go to : west, southwest, south, east, southeast. From the location (x=0, y=9) aiming for
(x=10, y=0), the direction that goes closest to the goal is southwest. Other directions like northwest, west,
south and southeast will also get me closer. The channel power is strong at west, south, east, southeast.
The channel power is weak at southwest, so the communication service is unstable.™

Question : Which direction should UE | and UE 2 go?

(a) UL messages "P-* at SNR = 20dB.

south, east, southeast. [Jlllthe location (x=0, y=0) aiming for (x=9, y=9), the direction
like northeast, east, southwest and south [l

UE 1 : " | [ lllzo o :
that goes M the goal is southeast.
also get me closer. The channel power is strong at south, east, southeast.
UE 2 : " | [l g0 to : west, southwest, southeast. From the iming [l <=10.
y=0), [lllldirection that goes [ to th s [l Other directions horthwest, west,
south[Enu =

outheast will [l get me closer. The channel power is at . east. southeast. The

channel power is at southwest, so the communication service is

(b) UL messages 1"P-* at SNR = 15dB.

Explanation : UE | should Explanation : UE | should Explanation : VWhat is the
choose "southeast” as it brings choose southeast as it brings goal of the task? VWhat are the
them closer to the goal and them closer to the goal and constraints of the task? VWhat
has strong channel power. UE has strong channel power, arc the wircless channecl
2 should choosc "wcst" as it while avoiding weak channels. strengths?
brings them closer to the goal, UE 2 should choose southwest UE 1 : none

as it brings them closer to the UE 2 : none

avoiding "southwest” due to
weak channel power-.

UE | : southeast

UE 2 : west

goal, although southeast is a
closer direction. UE 2 should
avoid weak channels as much
as possible.

UE 1 : southeast

UE 2 : southwest

dn,t

(c) DL message mInt at (d) DL message mIn:t (e) DL message 1
0.

SNR = 20dB, K 2. at SNR 15dB, KX = 2. SNR = 15dB, K

at
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LLM as Optimizers'? 3

objective function
evaluator

generated
solutions

return top solutions
when finish

meta-prompt

LLM as solution-score pairs

optimizer task description

Figure: Optimize by PROmpt (OPRO) framework

The framework is inherently suited to
prompt optimization, since that problem is
itself a well-defined text-optimization task.

Now you will help me minimize a function with two input variables w, b. T have some (w, b) pairs
and the function values at those points. The pairs are arranged in descending order based on their
function values, where lower values are better

input:
w=18,b=15
value:
10386334

input:
w=17,b=18
value:
9204724

Give me a new (w, b) pair that is different from all pairs above, and has a function value lower than
any of the above. Do not write code. The output must end with a pair [w, b], where w and b are
numerical values

You are g

en a list of poins with coordinates below: (0): (4, 5, (1): (17, 76), 2): (9,0, (3 (31

-86), (4) 35), (5) (m 91), (6): (65, -33), (7): ( 70), (9): (13, 79), (10): (73,
86), (11): (45,93), (12): (74, 24), (13): (67, -42), (14): (87, 51). (15): (83, 94), (16): (-7, 52). (17):
(-89, 47), (18): (0, -38), (19): (61, 58).

Below are some previous traces and their lengths. The traces are arranged in descending order based
on their lengths, where lower values are better.

<trace> 0,13,3,16,19.2,17.5.4,7.18.8.1.9.6,14,11,15,10,12 </trace>
length:
2254

<trace> 0,18,4,11,9,7,14,17,12,15,10,5,19,3.13,16.1,6.8,2 </trace>
length:
2017

<trace>0.11.4.13,6,10,8,17,12,15.3,5.19.2.1,18.14,7.16,9 </trace>
length:
1953

<trace>0,10,4,18,6.8,7,16,14,11,2,15.9,1,5,19,13,12,173 </trace>
length:
1840

Give me a new trace that is different from all traces above, and has a length lower than any,
above. The trace should traverse all points exactly once. The trace should start with <trace> d
e A N
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LLM as Optimizers 2

The scor

ranges from 0 to 100.

text:

Let’s figure it out!
score:

61

text:
Let’s solve the problem.
score:

63

. more instructions and scores

Below are some problems.

Problem:

Q: Alannah, Beatrix, and Queen are preparing for the new school year and have been given books
by their parents. Alannah has 20 more books than Beatrix. Queen has 1/5 times more books than
Alannah. If Beatrix has 30 books, how many books do the three have together?

A: <INS>

Ground truth answer:

. more exemplars ..

Generate an instruction that is different from all the instructions <INS> above, and has a higher score

The instruction should be concise, effective, and generally applicable to all problems above.

Your task is to generate the instruction <INS>. Below are some previous instructions with their scores.

than all the instructions <INS> above. The instruction should begin with <INS> and end with </INS>.

Table 6: Ti ility across datasets: of top instructions found for GSM8K on Multi-
Arith and AQuA.
Scorer Source I“*‘f“f . Instruction _ Acouracy
it MultiArith  AQuA
Baselines

PaLM 2-1, (Kojima et al.] A_begin Let’s think step by step. 49
2022)
PalM 2-L (Zhou ctal., A_begin  Let’s work this out in a step by step way 72.8 48.4
2022b) to be sure we have the right answer.
PaLM 2-L A_begin Let's solve the problem. 87.5 441
PalM 2-1 A_begin (empty string) 9.3 378
text-bison  (Kojimactal. Q_begin Let’s think step by step. 9.5 319
2022)
text-bison (Zhou et al.] Q_begin  Let’s work this out in a step by step way 93.7 323
2022b) to be sure we have the right answer.
text-bison Q_begin Let’s solve the problem. 855 299
text-bison Q_begin (empty string) 822 335
PalM 2-L  PalM 2-L-IT  A_begin Take a decp breath and work on this
on GSMSK problem step-by-step.
text-bison PalM 2-L-IT  Q.begin  Let's work together to solve math word 96.8 378

on GSMSK.

problems! First, we will read and
discuss the problem together to make
sure we understand it. Then, we will
work together to find the solution. I will
give you hints and help you work
through the problem if you get stuck.

Figure: Simulation Results
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Figure: Neural protocol model

13Y Kim et al., Resilient lIm-empowered semantic mac protocols via zero-shot adaptation and knowledge distillation, 2025. arXiv: 2505.21518 [cs . NI ].
[Online]. Available: https://arxiv.org/abs/2505.21518

Figure: Token-based protocol model
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## Instruction (¢)

Base Station (BS): Controls user equipment (UE) communications.
UEs: Choose one of the following actions: Action 0 (wait), Action
1 (transmit), or Action 2 (delete).

Rules:

- Only one UE should transmit at a time to avoid collisions.

- UEs must delete packets that have already been successfully
decoded by the BS.

- UEs should not delete packets that have not been decoded.

- Avoid transmitting or waiting on packets that have already been
decoded, as this wastes time.

- Prevent collisions and packet loss by following these rules.
Provide answers in the format: ‘UE #: Action #'.

# Query (uf, 1. up, 5., .up, o)

UE 1 has 2 packets in the buffer.

UE 2 has 1 packet in the buffer.

UE 3 has 1 packet in the buffer.

BS successfully decoded Agent 2°s packet.
Which action should each UE choose right now?

# Answer (d;yl R d;_z,d;,g)
UE I: Action 1
UE 2: Action 2
UE 3: Action 0

Figure: TPM example

m UCM and DCM are semantic nature language.
m LLM can provide immediate, albeit coarse, zero-shot adaptation to environmental
shifts in MAC protocols.
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# Instruction (¢)

Base Station (BS): Controls user equipment (UE) communications.
UEs: Choose one of the following actions: Action 0 (wait), Action
1 (transmit), or Action 2 (delete).

Rules:

- Only one UE should transmit at a time to avoid collisions.

- UEs must delete packets that have already been successfully
decoded by the BS.

- UEs should not delete packets that have not been decoded.

- Avoid transmitting or waiting on packets that have already been
decoded, as this wastes time.

- Prevent collisions and packet loss by following these rules.
Provide answers in the format: ‘UE #: Action #’.

# Query (uj, 1, ul, p.uj, 3.4, o)

UE 1 has 2 packets in the buffer.

UE 2 has 1 packet in the buffer.

UE 3 has | packet in the buffer.

BS successtully decoded Agent 2’s packet.
‘Which action should each UE choose right now?

# Answer (dﬁl 1+ :szdi 3)
UE 1: Action 1

Still RL - In-Context Prompt Optimizer Agentic LLM

# Previous instruction (¢m )

Base Station (BS): Controls user equipment (UE) communications.
ULs: Choose one of these actions: Action O (wait), 1 (transmit), or
2 (delete).

Prevent collision, packet loss. Please provide answers in the format
“UE #: Action #’

# Feedback (@j‘fcz

The system prompt should explicitly state the following key rules
to align with the objective function:

1. Only one UE should transmit at a time to avoid collisions.

2. UEs must delete packets that have already been successfully
decoded by the BS.

3. UEs should not dclcte packcts that have not been decoded.

4. Avoid waiting or transmitting packets that have already been
decoded, as this wastes time.

Adding these constraints will help the language model consistently
optimize for successful, efficient packet transmissions while
avoiding unnecessary actions.

# Updated instruction (¢,.41)
Updated instruction is # Instruction (¢) in Fig. 5.

Figure: TextGrad example

) ETG
O,

= LLM (¢, @, 5m, L), @

where £T6 is the[textual objective function,|defined as £T6 =
gv (C (Tf:e>) , where C () produces all the conditions re-

UE 2: Action 2
UE 3: Action 0

. . / ;
quired to_earn a different reward r! ,, and gV (-) converts
these conditions into natural language. Unlike gradients in

Figure: TPM example

m Automated prompt optimization, such as TextGrad, significantly enhances the
LLM’s performance in communication tasks by refining its instructions.
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”Agentic LLM” Paradigm — CP-AgentNet!'*

m Problem

. m DRL suffers from high

\ engineering effort.

J m Single LLM-agent struggles to
manage multiple tasks
simultaneously.

m Absence of explicit optimization
methods in LLM-agents system.

m CP-AgentNet is a multi-agent framework where specialized LLM-empowered

agents (Strategy, Node, Observer, Programming Assistant) collaborate to design and
adapt protocols.

14D, C. Kwon and X. Zhang, CP-AgentNet: A

and explainabl ication protocol design using generative agents,


https://arxiv.org/abs/2503.17850
https://arxiv.org/abs/2503.17850
https://arxiv.org/abs/2503.17850
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Online module

Strategy Lm T Strategy Ob: P .
PN ROk yeatoay | onino | Memory Agent esistant
@ g | Modue ! @ L ‘% (Qj
< s;;;"] """ \ )
episode
X o !
z‘::z?;’ Self- Evaluation fn"e'f"":; Tﬁéﬁ;?yry 2:::, Envirghmept
v Optimal @ @ 6 @
Save strategy action? 1 |
m Strategy Agent — A high-level decision maker, develop and refine protocol strategies.
m Node Agent — Primary executor, making real-time decisions.
m Observer Agent — Continuously monitors the network environment.
m Programming Assistant — Convert LLM-generated strategies into functional Python

scripts.



/"You are a strategy agent tasked with devising an effective transmission strategy for
/' guiding a node agent toward optimal actions. Below is an example scenario
demonstrating how actions influence accumulated rewards:
{Demonstration #n}

Important notes:
«This scenario is provided as an example. In different environments, the optimal action
may change, but the relationship between actions and accumulated rewards will remain
similar.
“Your goal is to develop a generalized strategy that instructs the node agent on how to
select subsequent actions {within the specific range} based on observed accumulated
rewards.
=Your strategy should enable the node agent to converge to the optimal action as
quickly and efficiently as possible.

\ Please provide your single most effective and clear strategy. Avoid including any

. ermination or stopping criteria in your response.

~“Below is your original transmission strategy: {Previous Strategy} “\
i After applying this strategy, we could not reach the optimal action. The known optimal |

action is {optimal action}

Analyze the provided transmission history: {Episodic memory}

Based on this data:

1.Identify and clearly explain the primary reason(s) why your strategy failed to achieve

the optimal action.

2.Revise your transmission strategy to address these issues, clearly describing how

future actions should be selected based on the accumulated rewards.

Please structure your response as follows:

(Analysis):

*Reason(s) for the failure:
\ (Revised Strategy): 7
‘«:‘Specific‘ improved strategy to ensure rapid convergence towards the optimal action:

Figure: Initial strategy (top) and strategy
refinement (bottom).

LLM4Prot Still RL  In-Context Prompt Optimizer Agentic LLM

The strategy agent previously developed {n} individual strategies based on separate
demonstrations as listed below: {List of individual strategies from each demonstration}
Your task now is to create a combined strategy that:

*Incorporates essential elements from all provided strategies.

+Eliminates redundancy and overlap efficiently.

*Maintains the general applicability of the combined strategy to different environments,
where optimal actions vary, but the action-reward relationship remains similar.

Ensure that no individual strategy is omitted from the final combined version—only
remove redundant or repetitive parts

Provide your combined strategy clearly and succinctly.

Figure: Progressive Strategy Adaptation.”

,/ The node agent has selected following action {}. You previously devised this strategy to ™y
,' escape from suboptimal action: {strategy}. i
i i
i Based on the provided initial action and your strategy, create a Python function named i
| \Vescape_suboptimall. !
! i
E «Take the initial action as input. i
1+ *Return a final action {specific range} that aligns with your strategy to escape suboptimal i
| decisions. !
E +Clearly implement your strategy logic, ensuring it can be generalized to other i
| environments. !
'.‘ Provide only the Python code for the function without additional explanations or !
*_comments. i

Figure: Autonomous Strategy Implementation.

@N. Shinn et al., Reflexion: Language agents with verbal reinforcement learning,
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ﬁm] \ / \
|
Reviow i Uiizaion Ratas of Sts]

|

Observe Notabie Ouiliers n Sios] If the utiization rate for slot § s 1, It indicates that this
! slot is fully utiized by others, which likely means any
7 attempt to transmit during this slot could lead to high

| ]
[Slots 3.5 full used] (ANl Other Siots (Nt ful usec)] Intarfarenoa &N redod effctveness of your

| ] | transmission. To avoid this and maintain network
[Set Prob, = 0for 35 5] [Analyze Pravious Experiments on Others] performance and faimess, it would be prudent to reduce

R  etibiar 5 FRawans o Hirk or eliminate transmission during this slot.
IReviw Trararision rcatitie 8 Rewarc o Haro Here's how you might adjust the plan accordingly:
Trands and Adjustments Needed]
i

iden

TABLE I: RMSE of all scenarios. T, A, and H represent
TDMA, slotted ALOHA, and heteronode respectively.

“Transmission Probability for each siot™
e new_transmission_probabilty slot 0: 0.375,
new_transmission_probability slot 1:0.375,
now_transmission_probabilty slot 2: 0.375,
[Evatuate] [Evaluate] (Evaluatel] (Evaluate] [Evaluate] new_{ransmission_probabilty slot 3: 0.0,

] 1 new_transmission_probability slot 4: 0,375,

ooy oasd a7 wsmam e
]

Combination DLMA LLMA(ours)

e new_transmission_probability slot 5: 0.0,

IT+1H 0.1409 0.1908 | new_transmission_probability slot 6: 0.0, # Reduced to
1A+1H 01175 0.0768 o o B nFesck (Dtomine Cptinl Ve Lere due o ulizaton by others
2A+IH 0.1192 0.0491 St OptmatSaqmam] 5ot Conaai T row ansmsion prokabity ot 7. 0375
Single-heteronode  3A+1H 0.0931 00468 ! " o =038 oot BrebeEay st : D72,
AA+IH 01024 0.0433 s bt ek cad, e & et o v - i
1T+1A+1H 0.0909 0.0681 ‘ B N This adjustment would help to avoid unnecessar
IT+3A+1H 0.0544 00403 U interference and maintain a mare eficient and fair use of

[Set New Transmission Probabily for Each Stat] the network resources.

Muttihe o nodes 2A+2H 0.0537 0.0272 Plod. = 0.375 for s 0, 1,2.4,6,7,8,8]
S 1T+2A43H 0019 00177 \ e / \ /
20A+1H 0.0522 0.044

Massive nodes

Dynamic Dynamic 0227 0.0476 (a) Decision tree on CP-Agent (b) Ability to answer questions

m Lower RMSE values and higher throughput compared to DRL-based benchmarks in heterogeneous

and dynamic network environments.

m Explainable AI & the ability to question.
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Summary: A Paradigm Shift in Protocol Engineering

The Inevitable Wall
Traditional, human-centric protocol design and even first-wave Al approaches like

DRL are hitting fundamental limits in the face of 6G’s complexity, scale, and dynamism.

From Optimization to Synthesis
LLMs represent a paradigm shift—moving beyond mere parameter optimization
towards the intelligent synthesis, generation, and even autonomous emergence of
entire protocol behaviors.

N
)

b2
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Synthesis: The Spectrum of LLM Integration

LLM-Augmented RL
Using LLMs as a “knowledge prior” to overcome the generalization problem.
LLM-Native Protocols

Core LLM capabilities like In-Context Learning and Prompt Engineering to create
flexible, zero-shot, and truly semantic protocols behaviors.

Agentic & Multi-Agent Systems

collaborative systems of specialized LLM agents that can autonomously negotiate,

design, and adapt protocols in an explainable manner.




Thank you

Renxuan Tan
Networked Intelligence for Comprehensive Efficiency (NICE) Lab
College of Information Science and Electronic Engineering
Zhejiang University
https://nice.rongpeng.info
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